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This section of the Microsoft Security Intelligence Report provides information and
guidance for IT professionals about investigating, analyzing, and—when
possible—removing malware from an infected computer.

Except in special situations, Microsoft recommends the use of antimalware
software tools, such as Microsoft Forefront Endpoint Protection (for organizations)
and Microsoft Security Essentials (for individuals), for keeping computers free
from malware, rather than the manual techniques described in this section. This
guidance is intended for advanced users who possess a good understanding of the
inner workings of computers and Windows, and who wish to understand the
disinfection process—how malware can be removed without the aid of
antimalware software. It is designed to help IT professionals understand the
impact of malware, understand how malware operates, learn how to use some
specific software tools, and create a rudimentary roadmap for cleaning infected
computers in special situations.

This guidance involves the use of several Windows Sysinternals tools. Sysinternals
is a suite of advanced diagnostics and troubleshooting utilities for the Windows
platform that is available for download at no charge from the Microsoft Download
Center. See technet.microsoft.com/sysinternals for more information about the
Sysinternals utilities.



Figure 60. A seven-step process for removing malware
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Step 1: Disconnect from the Network

Disconnecting the infected computer or computers from the network is an
essential part of the malware removal process, because it ensures that infected
computers do not spread malware to other computers on the network. This step
can be performed by physically disconnecting or disabling the network cable or
card from each computer (including disabling wireless networking via hardware
switch if possible), or by disabling all networking functions from the BIOS
configuration screen (instructions for performing this task vary for different
computers and motherboards).

Step 2: Identify Malicious Processes and Drivers

After an infected computer is disconnected from the network, the next step in the
disinfection process is to identify any malicious processes. This step involves
looking for telltale signs such as:

= Processes without custom icons.

97



= Processes that have no description or company name associated with
them.

= Files that represent themselves as being from Microsoft, but don’t have
digital signatures.

*  Unfamiliar processes running from the Windows directory.

= Files that are packed, which means that they have been compressed or
encrypted. Most malware files are packed by their distributors in an effort
to make them more difficult for security software to identify.

= Strange URLs in strings embedded in files.
=  Processes with open TCP/IP endpoints.

= Processes that host suspicious dynamic-link libraries (DLLs) or services.

By themselves, these signs do not conclusively indicate a malicious process. For
example, many legitimate executables and other files are packed, and many
legitimate processes run without custom icons. Also, not all malware files and
processes exhibit all the signs listed here. However, these signs generally serve as
useful clues for detecting malware on an infected computer. A Sysinternals tool
called Process Explorer can help a troubleshooter spot malicious processes.

Using Process Explorer

Process Explorer is a kind of “super Task Manager” that provides a variety of
general troubleshooting capabilities, including the discovery of DLL versioning
problems, handle leaks, and locked file information; performance troubleshooting;
and detailing hung processes.
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Figure 61. The Process Explorer main window
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The Process Explorer main window provides a simple paneled display of

information about the processes that are running on the computer. Although there
are superficial similarities between this view and the Processes tab in Windows
Task Manager, Process Explorer provides a great deal more information about
each process. Each row in the process list represents a process object running on
the computer that has its own virtual address space and one or more threads that
could conceivably execute code at some point.

The names of malicious processes often mimic the names of legitimate processes,
which can make them difficult to identify in Task Manager. Using Process
Explorer makes it easier to identify processes that run from suspicious locations,
or that display suspicious characteristics. By default, processes are listed in a
hierarchical view called the process tree, which shows parent/child relationships
between processes. Columns display a range of properties for each process,
including the name of the company that published the image, a brief description,
version information, and more.

When investigating an infection, pay attention to the Company Name,
Description, and Version columns. Legitimate software publishers usually
provide values for some or all of these columns, but malware authors sometimes
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neglect them. To display more columns or hide columns already in the display,
click the View menu, and then click Select Columns.

Rows can be highlighted in different colors, which provides additional
information:

= Blue indicates that the process is running in the same security context as
Process Explorer. Generally, this means that it’s running under the active
user account, rather than a system or service account.

= Pink indicates that the process is hosting one or more Windows services.
Services can run on their own, or as part of the services DLL inside a
Svchost.exe process.

= Purple indicates that the image has been packed (compressed or
encrypted).

= Green and red indicates that the process has just started or exited,
respectively. By default, rows are only highlighted green or red for 1
second, which can make them difficult to track. You can change this
default length by clicking Difference Highlight Duration in the Options
menu.

Other colors indicate different process types, but the ones in the preceding list are
the important ones that can help you locate and remove malware.

Moving the mouse pointer over a row displays a tooltip with information about
the process, such as the full path to the process image, which can help you
identify processes running from unusual or suspicious locations. Tooltips also
provide additional information for system processes, such as DLLs hosted by
Rundll32.exe, services hosted by Svchost.exe and other service processes, and
COM server information for Dllhost.exe. Malware often attempts to disguise its
presence by attaching itself to system processes such as these, so pay attention to
tooltips when investigating the source of an infection.



Figure 62. Tooltips provide additional information about processes
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To research a process you don’t recognize, select Search Online from the Process
menu or press Ctrl+M to search for the process name using the configured
browser and search engine. Malware sometimes uses random or semi-random
strings for process and file names, so even if you can't locate affirmative evidence
that a process is a malicious one, a search that produces no results at all for a
process name can sometimes indicate that the process is suspicious.

Figure 63 shows a malicious process created by a variant of the worm family
Win32/Rimecud. This process has no icon, company name, or description, and a
name that produces no results in an Internet search.

Figure 63. A malicious process in Process Explorer

B cmd.exe 1556 YWindows Command Processor Microgoft Corporation
(== explarer. exe 3268 YWindows Explorer kizrozoft Corparation

5 chimon. exe 3EED CTF Loader Microzoft Corporation
EB|rirne0000. exe 3292 < 0.0

DLL View

Malware can hide inside a legitimate process as a DLL, using a technique called
DLL injection. Process Explorer’s lower pane (which can be displayed by clicking
the Show Lower Pane button on the toolbar or pressing Ctrl+L) lets you list the
contents of the process selected in the upper pane. The lower pane can be
configured to display in either DLL view or Handle view. DLL view lists all the
DLLs and other files mapped into the process’ address space, and Handle view
lists all the kernel objects opened by the process. Pressing Ctrl+D opens DLL view.
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Figure 64. DLL view lists the DLLs and other files used by a process
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In DLL view, each row in the lower pane lists information about a DLL, executable
file, or other memory-mapped file that is being used by the process. For the
System process, DLL view lists the image files mapped into kernel memory,
including Ntoskrnl.exe and all the loaded device drivers. As with processes, any
packed files are highlighted in purple.

Double-clicking a row displays a Properties dialog with information about the
file, including any strings found in the file on disk and in memory (see page 104).
DLL view also supports the same Search Online functionality that the Process view
does.

DLL view is empty for the System Idle Process and Interrupts pseudo-processes.
You need to run Process Explorer with administrative rights to list DLLs loaded in
processes running as a different user, but administrative rights are not required to
list the images loaded in the System process.

Process Properties

Double-clicking a process launches the Properties dialog, which is shown in
Figure 65.



Figure 65. The Properties dialog
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This dialog provides detailed process information, much of which can be useful
when investigating malware. Process information is arranged on a number of tabs,

including;

Image. This tab displays information about the executable file that

launched the process, including the path to the file, the command-line
argument used to launch it, the user account under which it is running,

the creation time of the file, and the time the process was started.

Services. This tab provides detailed information about the services
registered in the process. This information includes the name used to
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identify the service in the registry, the display name of the service, an
optional description, and (for Svchost.exe DLLs) the DLL path.

=  Strings. This tab lists any Unicode strings found in the executable file.
Look for suspicious URLs, names, or debug strings—malware binaries are
often “signed” by their creators, or include URLs for command-and-
control (C&C) or download servers. Process Explorer allows you to view
strings in the file’s address space in memory as well as on disk, which can
be helpful in the investigation of packed files. (Strings.exe, another
Sysinternals utility, provides a command-line interface for extracting
strings from a file.) Clicking the Memory option button causes Process
Explorer to list the strings visible in the file’s memory mapping, which can
reveal strings that might be encrypted in the on-disk version of the file.

Image Verification

A malware author who takes the trouble to do so can easily add the name of a
legitimate company, such as Microsoft, to the Company field of an executable file.
Therefore, to provide assurance that their products are genuine, legitimate
software vendors digitally sign most of the program files they publish. A digital
signature can be used to verify that a file has been signed by the vendor using a
private key and that the file has not been modified since being signed.

Process Explorer allows you to automatically verify the signature of a signed
executable or DLL file. By default, verification is performed only on demand, and
can be performed for individual files or for all running processes. In the
Properties dialog for both processes and DLLs, the Image tab contains a Verify
button that can be used to verify the digital signature for the associated file.
Clicking the button causes Process Explorer to check the Certificate Revocation
List (CRL) for the certificate to ensure that it is valid, and to check the
cryptographic hash of the file to verify that it has not been tampered with since
being signed. (Validating certificates requires reconnecting the computer to the
Internet, which should only be considered if the risk of additional exfiltration or
infection is low.)

To configure Process Explorer to automatically verify the signatures for all running
processes and files, click the Options menu, and then click Verify Image
Signatures.

The Verified Signer field, which displays next to the file icon in the Properties
dialog and as a column that can be shown in the process list and DLL View,
indicates the status of any signature check that has been performed. If Process



Explorer is able to verify the signature, the field displays “(Verified)”, followed by
the subject name from the certificate. (Note that the name on the signing
certificate might not be the same as the name in the Company Name field. For
example, most executable files that ship as part of Windows display “Microsoft
Corporation” as the company name but are signed with a “Microsoft Windows”
certificate.)

If signature verification has not been attempted, or if the selected file is not an
executable file type, the field is blank or displays “(Not verified)” followed by the
company name from the file’s version resource. “(Unable to verify)” followed by
the company name indicates that the file is not signed or that a signature check
has failed. You can also use the command-line Sysinternals Sigcheck tool to verify
signatures on specific files as well as view detailed version information and their
MD5, SHA1, and SHA256 hashes.

Figure 66. Autorun.A, masquerading as a system process but failing signature verification

(2 pmon, exe 736 Process Monitar Syzinternals - wwwaysinter.. [Vernified] Spsinternals
L perp.exe 16 244 Seaintemnalz Process Explorer Syzinternalz - v, spzinter... MWerified] Sysintemals

Investigating Loaded Drivers

Some malicious files are designed to load as device drivers, so it’s important to
investigate drivers as well. Click the System row in the process list to display all
the currently loaded drivers in DLL View. From this display, you can inspect the
same properties that are available for DLLs and other files, such as the path to the
driver file, the verified signer, strings found in the file on disk or in memory, and
SO on.

When investigating a 64-bit installation of Windows, note that two drivers, Hal.dll
and Ntoskrnl.exe, are highlighted in purple, the color used to indicate packed
files. These two files are actually not packed, but they exhibit some of the
characteristics Process Explorer uses to classify files as compressed or encrypted.
By itself, the fact that these two drivers are highlighted should not be considered
evidence of infection.

In addition to Process Explorer, a number of utilities ship with Windows that can
be used to provide different views of running processes:

= The System Information tool provides information about system drivers,
including name, description, path and file name, driver type, and more.
To run System Information:
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o In Windows XP, click Start, click Run, type msinfo32.exe, and then
press Enter.

o In Windows Vista, click Start, click in the Start Search box, type
msinfo32.exe, and then press Enter.

o In Windows 7, click Start, click in the Search programs and files
box, type msinfo32.exe, and then press Enter.

To display the list of system drivers, in the navigation pane, click Software
Environment, and then click System Drivers.

= Sc.exe is a command line program used to communicate with the Service
Control Manager and services. To display a list of drivers, at the command
prompt type sc query type= driver and press Enter.

= In Device Manager, click the View menu, and then click Show Hidden
Devices to display a list of devices that are normally hidden from view.

Tracing Malware

The list of active processes on a typical computer changes constantly, which can
sometimes make it difficult to spot suspicious activity. In fact, if a malicious
process starts and exits faster than Process Explorer’s refresh rate, it may never
show up in Process Explorer at all. You can use another Sysinternals tool, Process
Monitor, to examine events in detail, including error messages and short-lived
processes.



Figure 67. The Process Monitor main window
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Process Monitor records many different kinds of activity as it runs; each row
represents a specific event. Events tracked by Process Monitor include process
starts and exits, thread starts and exits, network events, registry events, and many
more. Each row gives a selection of information about the associated process, such
as the operation performed, the path to the associated file or registry key, time
information, and additional details.

To see short-lived processes in Process Monitor, open the Process Tree window by
clicking the Tools menu and then clicking Process Tree, or by pressing Ctrl+T.
The Process Tree window displays a list of all processes that have run since
Process Monitor was launched, including processes that have exited.

Figure 68. The Process Tree View in Process Monitor shows details for current and exited processes

.| svchost.exe (3680) Host Process for .. C:\Windows'syst.. _Micmsoﬂ Comporat... NT AUTHORITY'... C\Windows'syst... 8/29/2011 8:33:54 AM n/a
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| wmpnetwic.exe (4336) Windows Media P... C:\Program Files'.. _Mia’osoﬁ Comporat... NT AUTHORITY ... "C:\Program Files... 8/29/2011 8:34:23AM n/a

Double-clicking a row displays a Properties dialog with all of the available
information about the event, including the call stack—the hierarchical list of
nested function calls that led to the event. By examining the call stack of a
malicious event, you can determine which function directly invoked it, which may
alert you to the presence of additional malware. You can integrate Process Monitor
with Debugging Tools for Windows, which are available for download at no
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charge from the Microsoft Download Center, to make it easier to interpret the
function calls in the stack.

Figure 69 shows events generated by a variant of the worm family
Win32/Swimnag, in the form of repeated queries of a registry key with a
suspicious name. The DIIName value of the suspicious key points to a malicious
file in the system32 directory.

Figure 69. Malicious events in Process Monitor
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For more information, visit the Process Monitor page at
technet.microsoft.com/sysinternals/bb896645.

Step 3: Terminate Malicious Processes

After you locate the malicious processes, record the full path to each malicious file
so you can remove them after terminating their processes.

In an effort to resist removal, many malware infections include multiple processes,
each of which monitors the others and restarts them when they are terminated.
Instead of simply terminating malicious processes one by one, therefore, begin by
suspending each process you've identified, and then terminate all of them. (Note
that suspending Svchost.exe and other core system processes might cause parts of
the system to become nonresponsive.) To suspend a process in Process Explorer,
click the appropriate row in the process list, click the Process menu, and then
click Suspend.

When terminating processes, watch for any newly started or restarted processes in
the list (identified by green highlighting). If terminating malicious processes
causes others to restart, it could be an indication that you're overlooking one or
more sources of infection.



Step 4: Identify and Delete Malware Autostarts

Malware persists on an infected computer by configuring itself to run when
Windows starts, or when a user logs in. The System Configuration utility
(Msconfig.exe, sometimes called “Msconfig”) that ships with Windows displays
list of programs that load at startup, among other information. Although this
utility can be useful for general troubleshooting purposes, Msconfig is often
inadequate for dealing with a malware infection: it doesn’t check all of the

a

autostart extensibility points (ASEPs), or the places that processes can automatically

start from, and it doesn’t provide certain information that can be useful when
investigating an infection. A better malware detection tool than Msconfig is
another Sysinternals tool, Autoruns.

Figure 70. Autoruns shows which programs run when Windows starts
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Ready.

Using Autoruns

When you launch Autoruns, it immediately begins filling its display with entrie
collected from known ASEPs. Each shaded row represents an ASEP location in
either the file system or the registry. The rows beneath a shaded row indicate

S

entries configured in that ASEP. Each row shows the item’s description, publisher,
and path. Click a row to display more information about the item at the bottom of

the Autoruns window, including file size, version number, and any command-1
arguments used to launch the item. Double-clicking an item in the list displays

ine
the

item in either Regedit or an Explorer window, depending on whether the item is a

registry entry or a file on disk. For registry entries, you can also open the folder
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that contains the file associated with the selected entry by clicking the Entry menu
and then clicking Jump to.

On most computers, Autoruns is likely to display hundreds of entries for startup
items. To reduce the number of items you have to investigate, enable the Hide
Microsoft and Windows Entries and Verify Code Signatures items in the
Options menu, and then click Refresh on the toolbar to filter out items with
verified Microsoft signatures.

Autoruns can also be used to display autostart entries for other profiles, and for
offline computers (for example, an offline virtual machine, or a physical computer
booted into a preloader environment with Autoruns installed). To display entries
for another profile, click the User menu, and then click the user account you want
to check. To check an offline computer, click the File menu, and then click
Analyze Offline System.

The Autoruns download package includes a command-line version of the tool,
Autorunsc.exe. See technet.microsoft.com/sysinternals/bb963902 for usage
instructions.

Identifying Malware Autostarts

Suspicious autostart items can often be identified by many of the same
characteristics listed on page 97: look for files with no icon, entries with blank
Description and Publisher fields, files with unusual or random-seeming names,
files that can’t be verified, and files in unexpected locations, among others. To
quickly search for information about a filename online, click the Entry menu and
then click Search Online, or press Ctrl+M.

Figure 71 shows a malicious autostart entry created by a variant of
Win32/FakePAV, a rogue security software program. This entry has blank
Description and Publisher fields, has a random-seeming name with no obvious
meaning, and comes from a location in the registry that usually points to
Explorer.exe.



Figure 71. A malicious entry in Autoruns
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Deleting Autostarts

To delete a selected autostart entry, click the Entry menu and then click Delete,
or press Ctrl+D. To disable an entry without deleting it, clear the check box at the
left end of the row. Before deleting any entries, record the full path to each
malicious file, so you can remove them later.

After deleting or disabling suspicious autostarts, refresh the list by clicking the
Refresh button on the toolbar or pressing F5. If you overlooked any malicious
processes, they may monitor the autostart list and recreate any entries you delete.
If this happens, return to Step 2 and use Process Explorer and Process Monitor to
find and eliminate the responsible processes.

Step 5: Delete Malware Files

After terminating malicious processes and deleting autostart entries, the next step
is to remove the malicious files themselves by visiting the file locations you
recorded during the investigation, locating the malicious files, and deleting them.

Steps 6 and 7: Reboot and Repeat

To verify that you've eliminated the malware, reboot the computer and start the
process over with step 1. Some malware families expend considerable effort to
avoid detection, and repeating the investigation process a few times may help you
uncover malicious processes and files that you missed earlier.
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Conclusion

Unfortunately, the process of eliminating malware from a computer is likely to
become much harder in the next few years. Malware has become a lucrative
business for the criminals who create and distribute it, and they have a financial
incentive to find new ways to evade detection and make malicious files and
processes harder to remove.

Therefore, understanding how malware spreads, operates, and defends itself at a
fundamental level should be considered a prerequisite for IT professionals charged
with protecting their users from attack and containing outbreaks when they occur.
However, the best guidance is that which helps prevent malware infection from
ever occurring. For more information about how to prevent malware infection, see
the Microsoft Malware Protection Center at www.microsoft.com/security/portal.



