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ABSTRACT

With web-based database systems becoming ubiquitous, system and information security has become even more important.  This project seeks to develop efficient and effective security measures for the content management system of Unbound, The College of New Jersey’s online magazine.  The system behind Unbound was developed by students to create an environment supportive of interactive journalism, where media can be contributed from anywhere in the world.  The research will provide basis for the design and implementation of security measures for Unbound, a unique system that facilitates the editing and publishing process for the interactive online magazine.  
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1. INTRODUCTION

Web-based database systems are vulnerable to a variety of security issues, including SQL injection attacks and other types of malicious input, as well as integrity and privacy problems.  Such vulnerabilities can result in security threats that are not only dangerous to the system, with the possibility of crashing the system or permanently deleting content, but dangerous to users as well, providing attackers with the ability to access confidential personal information.  With web-based database systems becoming ubiquitous, system and information security has become even more important.  

This project seeks to develop efficient and effective security measures for the content management system of Unbound, The College of New Jersey’s online magazine [8].  With this type of system, integrity of content is also an important issue, ensuring that the contributors have appropriately restricted access privileges to prevent misuse of the editing process.  Each user has an assigned role that determines his or her access privileges.  Administrators have full access to the system and are involved in maintaining the content management system.  The editor-in-chief also has full system access and is in charge of the final editing of all stories, creating assignments, and the production schedule. Senior editors need to be able to edit stories and oversee the writing of headlines and teasers; at a similar level, managing editors work with photo editors and approve photo production.  The next level, the copy chief, monitors the progression of stories through the editing process, and gives assignments to a copy editor, who edits those assignments.  Other roles include the layout designers, and the photo editors, who submit photos and provide credit for them.  At the lowest end, writers can submit articles and edit their own articles.  In addition, everyone should be able to see completed articles.

With such a complex flow of articles from writer to a number of editors to final publication, one problem addressed will be access security.  A writer should not be able to edit their own story after being passed to the editor-in-chief, for example.  The system should make sure the most current version of the article is available.
The problem will be approached through research on the types of attacks web systems like Unbound are vulnerable to as well methods of preventing these attacks, including access control, authentication, least privilege practices, and secure encryption [6].  Research will also be conducted into maintaining content and system integrity while facilitating the interactivity of the online magazine’s content management system.  The research will provide the basis for the design and implementation of security measures for the Unbound content management system.  Since the system itself is already largely implemented, the focus will be on improving and replacing the temporary and insufficient security measures already in place.

2. BACKGROUND

Unbound is an online magazine for The College of New Jersey that is completely written and edited by students.  It is a way for students to publish features, investigative reports, articles on current events, entertainment reviews, and more.  The website for the magazine contains a content management system that contributors to the website – the various levels of editors and writers described above – use to not only publish articles to the site, but to control the editing process and keep track of article versions and revisions.

A web-based application like Unbound is prone to an array of security issues, including problems with malicious input that can result in system integrity and information privacy and security issues.  One type of vulnerability is SQL injection:  a command injection attack on an interactive web-based application that utilizes a database [3].  The attacker uses the user interface to input data embedded with an SQL query that causes the application to execute a query that functions differently than the developer intended.  For example, in a username/password login form, an attacker could enter something like, “myuser’ or 1 = 1 --” as the username, which ends the dynamic SQL statement by commenting out the part of the query that checks the password and always returns true, allowing the attacker to login without providing a password [5].  

A system vulnerable to command injection attacks is insecure, giving the user potential access to private information.  Validating user input, which can be accomplished in a variety of ways, can prevent SQL injection. Other methods of preventing SQL injection are to avoid dynamic SQL statements, verify input data types, set lowest access privilege necessary, and store data securely [3].  
Other types of attacks include brute force attacks, buffer overflows, and denial of service [6].  Brute force attacks are when an attacker programs a loop that continually tries different permutations of passwords until it finds one that works.  These attacks typically have certain characteristics, such as fast, repeated login attempts.  Brute force methods can be slowed down by disallowing a login even if the username and password are correct if the login attempt occurs less than 15 seconds after the last failed attempt [5].  Buffer overflows take advantage of poor data checking by copying large amounts of data into a buffer too small to handle it [6].  If the system does not check the size of the data before copying into the buffer, the system will fail and be left vulnerable to unauthorized access.  Denial of service (DoS) attacks prevent legitimate users from accessing the system, often by overloading the system with activity [6].
Implementing levels of access control is an effective step toward a more secure system.  Some types of access control are mandatory, discretionary, and nondiscretionary.  In mandatory access control, all objects are assigned a label on a scale of classification, and only subjects with the same or higher levels of clearance can access it.  Discretionary access control allows a subject access to objects depending on their identification, while nondiscretionary access control depends on the role or task the subject has been assigned.  One model of access control is the Biba model; this model is a type of state machine model that uses two properties for request evaluation and focuses on data integrity.  The Bell-LaPadula model also uses two properties, but the focus is instead on data privacy.  [6]

Cross-site scripting is another issue for web applications.  Abbreviated XSS, cross-site scripting is when an attacker inserts code into a form, such as a comment or message board thread, that then displays the content on the website for other users, altering the content of the page in a possibly malignant way.  This type of attack can be prevented in PHP applications by using the function htmlentities() to filter all user input that is displayed [9].  This function escapes HTML tags and displays them rather than processing the code.
Similarly, session hijacking can occur when an attacker creates and causes a user to click on a URL to the target website that contains a session ID known to the attacker.  Once the user logs into the secure section of the website, the attacker knows the user’s session ID and can then gain access to everything the user has access to.  In PHP, session hijacking can be prevented by using the method session_regenerate_id() periodically [10].  Creating a new session ID every thirty seconds or so prevents session hijacking because one session ID does not control the user’s entire session.  Once the session ID has changed, the attacker can no longer hijack system access because they no longer know the session ID.  

3. DESIGN AND IMPLEMENTATION
The design for improving the system’s security will focus on a few major issues:  user validation, command injection, file uploading, and workflow.  Currently, the system validates login information, then checks session information as each page is accessed.  It also asks the user to log in again when requesting to do certain operations, such as uploading a file.  All user input is passed to the escape_string() method that uses pg_escape_string() in order to escape characters for database queries and prevent command injection.  The function htmlentities() is already used for all displays of user input in order to prevent cross-site scripting.
One weakness of the system is that the .inc files, which contain source code of frequently used methods, are located in the same directory as the website.  This means that if someone accessing the website figures out the name of these source code files, they can easily access information about the system structure, including things like database passwords.  The solution here is simple:  move the files to a location that does not provide free access, but still allows the system code to access the methods.
The system currently uses md5 encoding to store user passwords.  This encryption, however, is not quite secure, as rainbow tables exist that make breaking md5 encoding fairly easy [10].  If one of the other security measures fail, and the attacker gains access to the stored passwords, if the passwords are encrypted with md5 and a salt, the encryption will be much harder to break than with md5 encryption alone.  This is an example of defense in depth.

To prevent brute force attacks, if a user tries to log in again within ten seconds of a failed login, the login will fail even if the username and password are correct.  This will prevent attackers from using loops to repeatedly check passwords [9].

The file uploading process will be altered to set a maximum file size and only accept certain types of files.  At this point, the accepted file types are, based on the list of current files on the system, common image types including .jpegs and .pngs as well as shockwave flash files and .pdfs.  The acceptable types are stored in an array, and when a file is uploaded, the file’s MIME type is checked against the ones in the array; if a match is not found, the file is not uploaded [11].

In addition, sessions will log out if a user is inactive for twenty minutes or more.  Every time a page is loaded, the time is updated.  If a page loads at a time that is more than twenty minutes from the previous page access time, the user is immediately redirected to the logout page and is asked to login again [10].
One weakness found in the system was the ability to create a user with no username or password, allowing unauthorized users to login simply by clicking the login button.  This weakness was countered by using the strlen() function to check that the create user form was completely filled out.  This weakness was discovered in other forms—such as the send message, create sections and licenses, and others—and suitably corrected.

A method to regenerate a new session ID if the last session ID is more than thirty seconds old was implemented in order to prevent session hijacking as described above.  In addition, a session inactivity time limit was implemented.  If someone accesses the system on a public computer and then walks away without logging out, anyone could walk up and gain unauthorized access to the system.  To prevent this, code was added that checks the time difference between the last loaded page and the one currently loading; if the last page was loaded more than 20 minutes ago, the user is asked to log in again.
4. CONCLUSION AND FUTURE WORK

The Unbound content management system is prone to many common web-based system security issues, which have been addressed above.  Other concerns, however, are unique to the nature of the editing workflow.  Future work on this project will continue next semester and focus on improving integrity of the editing process as well as analysis of the efficacy of the new security measures and integration with the new user interface design.
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